
Pandemic Benefit Fraud: Systematic Exploitation of Emergency Payment 
Systems 

Executive Summary 
The COVID-19 pandemic catalyzed one of the largest identity-enabled fraud events in United 
States history, with the Government Accountability Office (GAO) estimating that fraudulent 
unemployment insurance (UI) payments alone totaled between $100 billion and $135 billion. 
This crisis revealed a critical systemic vulnerability: the disconnect between government 
disbursement agencies, incarceration data, and the regulated financial sector.Criminal actors, 
ranging from opportunistic individuals to organized conspiracy groups, exploited the "Prison 
Identity Loophole"—using the valid personal information of incarcerated individuals who were 
unable to monitor their credit or receive government correspondence. The industrialization of 
this fraud was made possible by the prioritization of speed over security, fragmented state 
administration, and a flexible payment infrastructure that allowed stolen funds to flow rapidly into 
the financial system. Effective future defenses require an integrated "control stack" that 
connects identity verification with real-time eligibility checks and cross-institutional data sharing. 

Case Study: The Brooke Stewart Prosecution 
The case of Brooke Stewart of St. Joseph, Missouri, serves as a representative model of how 
stolen identities were converted into government payments. 

●​ The Offense:  Between May 2020 and June 2021, Stewart utilized the identity 
information of five state or federal prison inmates to file fraudulent unemployment claims. 

●​ Financial Impact:  The scheme generated at least $139,663 in Coronavirus Aid, Relief, 
and Economic Security (CARES) Act benefits. 

●​ The Mechanism:  Stewart used her own identity and those of the inmates to secure 
funds. The incarcerated victims received none of the payments and were likely unaware 
of the misuse. 

●​ Legal Outcome:  In October 2023, Stewart was sentenced to two years and six months 
in federal prison and ordered to pay full restitution. 

●​ Broader Implications:  Stewart was already on supervision for a prior state conviction 
involving identity trafficking, illustrating that emergency programs are often targeted by 
experienced offenders with existing access to stolen data. 

The Scale and Scope of Relief Fraud 
Pandemic relief fraud was not limited to UI but spanned at least 19 federal programs, including 
the Paycheck Protection Program (PPP) and Economic Injury Disaster Loans (EIDL). 

Enforcement Statistics (as of late 2024/early 2025) 

Category,Data Point 
Total Convicted Defendants,"At least 2,532" 
Conspiracy Charges,Nearly 50% of convicted defendants (indicating organized crime) 



UI-Specific Convictions,"Over 1,550" 
Investigative Monetary Outcomes,Over $1.1 billion 
Program Duration,April 2020 – May 2023 
The "long enforcement tail" suggests that investigations and asset recovery efforts will likely 
continue for a decade or more after the programs have closed. 

Mechanics of the "Prison Identity Loophole" 
Incarcerated individuals represent a high-value target for identity fraud because their identities 
are administratively "clean" yet difficult for the owner to protect. 

Why Inmates Are Targets 

●​ Constraint of Detection:  Prisoners have limited access to credit-monitoring services, 
digital accounts, and government mail. Fraudulent documents sent to prior addresses 
often go undiscovered for years. 

●​ Administrative Credibility:  The identities belong to real people with valid Social 
Security numbers (SSNs), allowing them to pass basic format checks that might flag 
synthetic (fabricated) identities. 

●​ Data Silos:  Incarceration data is held in systems separate from workforce agencies. 
Without real-time cross-matching, a claim may be approved for an individual who is 
legally ineligible due to their incarceration status. 

Materiality of the Risk 

A June 2026 Department of Labor Office of Inspector General (OIG) audit identified 
approximately $267.3 million in potentially fraudulent pandemic UI payments associated with 
federal prisoners' SSNs. The audit cited inconsistent access to the Social Security 
Administration’s Prisoner Update Processing System as a primary control failure. 

Factors Enabling Large-Scale Exploitation 
The transition to remote, rapid-disbursement models created five primary vulnerabilities: 

1.​ Prioritization of Speed:  Emergency programs were forced to process unprecedented 
volumes, often bypassing traditional verification steps to provide rapid assistance to 
legitimate claimants. 

2.​ Fragmented Administration:  State agencies operated independent systems with 
inconsistent verification standards, allowing criminals to submit claims across multiple 
jurisdictions simultaneously. 

3.​ Remote Access Requirements:  The lack of a physical appearance requirement 
allowed for the use of webmail, VPNs, and remotely controlled devices to submit claims. 

4.​ Abundant Stolen Data:  Previous data breaches and illicit markets provided criminals 
with the necessary names, SSNs, and dates of birth to fuel mass applications. 

5.​ Flexible Disbursement:  Benefits were directed to prepaid cards or fintech accounts, 
which could be easily managed by an offender and rapidly emptied via cash withdrawals 
or peer-to-peer transfers. 



The Role of the Financial Sector 
While the fraud originates with government agencies, the proceeds inevitably enter the 
regulated financial system. Financial institutions (FIs) often hold the most significant indicators 
of fraud that went undetected during the application process. 

Red Flag Indicators for Financial Institutions 

●​ Mismatched Identity:  Accounts receiving UI payments from states where the customer 
does not live or work, or payments issued in a name different from the account holder. 

●​ Account Aggregation:  A single account receiving benefits for multiple unrelated 
individuals. 

●​ Unusual Activity:  Newly opened or long-dormant accounts suddenly receiving 
high-volume government payments. 

●​ Rapid Dissipation:  Immediate movement of funds via cash withdrawals, out-of-state 
transfers, or overseas movement following receipt of a benefit. 

●​ Digital Footprints:  Multiple applications sharing the same IP address, device ID, or 
telephone number. 

Building a Resilient Control Stack 
To defend against future systemic fraud, the source context recommends a multi-layered 
governance and technical framework: 

●​ Layer 1: Identity/Eligibility Separation:  Verify not only that the identity is real, but that 
the applicant actually controls it and meets eligibility criteria. 

●​ Layer 2: Pre-payment Data Matching:  Legally authorized cross-referencing against 
prisoner, death, and multi-state claim records before funds are released. 

●​ Layer 3: Recipient Account Verification:  Establishing a legitimate relationship 
between the claimant and the destination bank account. 

●​ Layer 4: Network Intelligence:  Analyzing shared digital infrastructure (emails, devices, 
employers) across applications to identify organized criminal networks. 

●​ Layer 5: FI Monitoring:  Connecting government payment data with downstream 
movement and account age to flag suspicious patterns. 

●​ Layer 6: Rapid Interdiction:  Establishing protocols for freezing and recalling suspected 
fraudulent funds before they leave the financial ecosystem. 

Conclusion for Financial Crime Leaders 
The industrialization of pandemic fraud occurred because criminals connected stolen data and 
payment infrastructure faster than government and financial institutions connected their internal 
controls. The Stewart case underscores that even simple schemes can cause significant loss 
when they exploit gaps between public administration and private finance. Future resilience 
depends on building integrated identity assurance and public-private information sharing before 
the next crisis occurs. 
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