Thailand’s Financial Crime Landscape: Regional Risks, Emerging Threats,
and Control Priorities

Executive Summary

Thailand’s financial crime environment is currently defined by a convergence of traditional illicit
activities and sophisticated digital threats. As a major regional trade and tourism hub, Thailand
serves as a critical gateway connecting mainland Southeast Asia with global logistics networks.
However, these same advantages facilitate drug trafficking, cyber-enabled fraud, human
trafficking, and complex money laundering schemes.The landscape has been significantly
reshaped by industrial-scale online fraud emanating from scam centers in the Mekong region,
supported by extensive networks of "mule" accounts. While the Thai government has
strengthened legal frameworks and technical compliance—suspending approximately 1.75
million mule accounts in 2024—the country remains under "enhanced follow-up" by the
Asia/Pacific Group. Effective mitigation now requires moving beyond simple account closures
toward integrated network analytics, reliable beneficial ownership identification, and
cross-institutional information sharing to disrupt the organized criminal networks operating
behind individual transactions.

The Convergence of Financial Crime Threats

Thailand's risk environment is not uniform; it is a complex interface where illicit value moves
through cash, digital assets, and corporate structures. The 2022 National Risk Assessment and
subsequent intelligence identify several high-risk predicate offenses and emerging trends.

Cyber-Enabled Fraud and Mule Networks

Online scams have emerged as a dominant threat, characterized by social engineering,
romance-based manipulation, and fraudulent investment platforms.
e Operational Infrastructure: These operations rely on a massive infrastructure of mule
accounts—some opened by willing participants, others through deception or coercion.
e Technological Integration: Criminals increasingly share devices, telephone numbers,
and payment infrastructures to facilitate these scams.
e Regulatory Response: The Anti-Online Scam Operation Center and interbank sharing
have scaled up detection, shifting focus from individual accounts to identifying the
networks and people behind them.

Drug Trafficking and the Golden Triangle

Thailand remains a primary transit point for the Golden Triangle’s illicit drug production,
specifically large-scale methamphetamine and heroin from Myanmar.
e Logistics: Networks exploit commercial logistics, maritime routes, and small border
crossings, adapting quickly to enforcement pressure.
e Laundering Channels: Proceeds are often laundered through cash-intensive
businesses, gold, property, and trade-based money laundering (TBML) schemes.



e Financial Indicators: Red flags include unexplained cash deposits and rapid
account-to-account movements inconsistent with a customer's declared agricultural or
trading income.

Human Trafficking and Forced Criminality

Thailand serves as a source, transit, and destination country for human trafficking.

e Traditional Sectors: Exploitation remains prevalent in fishing, agriculture, construction,
and domestic services.

e The "Scam Economy” Dimension: A new, complex risk has emerged where
individuals are recruited for tech or sales roles but are forced to conduct online fraud in
border compounds. This "forced criminality" creates a challenge for financial institutions,
as the same individual may be both a victim of trafficking and a participant in suspicious
transactions.

Corruption and the Misuse of Legal Persons

Corruption remains a material risk, with Thailand scoring 33 out of 100 on the 2025 Corruption
Perceptions Index (ranking 116th globally).
e Enabling Crimes: Corruption often protects and enables other illicit activities, including
illegal gambling and natural resource exploitation.
e Obscured Control: Nominee shareholders, layered ownership structures, and rapid
director changes are frequently used to disguise the effective control of "influential
networks" and politically exposed persons (PEPs).

Specialized Predicate Offenses and Value Transfer

lllegal Gambling and Digital Assets

e Gambling Networks: These generate significant proceeds and provide laundering
services for other crimes. They often utilize high transaction velocity and round-value
transfers.

e Crypto-Asset Risks: While digital assets are regulated via the Securities and
Exchange Commission, criminals utilize offshore exchanges, peer-to-peer trading, and
unhosted wallets to move value outside the transparent market.

Trade-Based Money Laundering (TBML)

Thailand’s manufacturing and port infrastructure are exploited through:
e Over- or under-invoicing and phantom shipments.
e lllicit trade in wildlife, timber, precious stones, and fuel.
e The use of legitimate goods to move illicit value across borders.

Terrorist and Proliferation Financing

e Terrorism Financing (TF): Concentrated primarily around the southern border
insurgency, utilizing cash, small businesses, and informal transfers.

e Proliferation Financing (PF): Involves sanctions evasion and the trans-shipment of
dual-use goods through Thai ports and commercial relationships.



Strategic Control Priorities for Financial Institutions

A resilient control stack for managing Thai exposure must move beyond a single country-risk
rating and focus on precision. The following table outlines the six essential layers of a modern
control stack:| Layer | Focus Area | Key Objectives || | | || 1 | Thailand-Specific
Risk Assessment | Identify high-risk sectors, provinces, and corridors; avoid indiscriminate
de-risking. || 2 | Ownership & Control Analysis | Identify ultimate beneficial owners (UBOs),
nominees, and those who actually operate accounts. || 3 | Integrated Intelligence | Merge
mule-account data, scam reports, and cyber intelligence into AML monitoring. || 4 | Network
Analytics | Use graph-based investigations to identify shared devices, addresses, and entities
across customers. || 5 | Trade & Payment Monitoring | Assess economic purpose and
customer capacity relative to pricing and shipping evidence. || 6 | Rapid Response | Implement
24-hour fraud channels and procedures for freezing and recalling funds. |

Critical Considerations for Leaders

e Effectiveness Over Volume: Success should be measured by funds recovered and
networks identified, rather than just the volume of alerts or closed accounts.

e Victim-Centred Approach: Institutions must distinguish between criminal organizers
and those whose accounts or labor are being exploited through coercion or trafficking.

e Cross-Border Awareness: Because Thai financial crime is regional, controls must be
able to follow risk across different products, institutions, and jurisdictions.
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