Rewiring Financial Crime Programs with Al: From Reactive to Relentless

Executive Summary

Current financial crime programs are primarily designed around a reactive, sequential operating
model that is increasingly inadequate against the speed and sophistication of modern criminal
networks. While institutions often require weeks or months to translate new threats into controls,
criminal actors leverage artificial intelligence (Al) to move across channels with agility.The
transition to a "relentless" program requires more than just deploying new tools; it necessitates a
fundamental rewiring of the institutional operating model. This shift moves away from
fragmented risk signals and siloed functions (AML, Fraud, KYC, and Cyber) toward an
integrated risk architecture built on unified data. By utilizing machine learning, graph analytics,
and generative Al, institutions can move from mere alert generation to true intelligence-led
investigation. However, the success of this transition depends on maintaining human
accountability, ensuring data integrity, and establishing rigorous governance to prevent
automation bias and model drift.

The Limitations of Traditional Reactive Models

Traditional financial crime controls are structured around individual products and regulatory
silos. This fragmentation creates "weak signals" that criminals easily exploit.

e Siloed Operations: Functions such as KYC, AML, Fraud, Sanctions, and Cybersecurity
often operate within their own perimeters. A single criminal sequence—such as a stolen
credential leading to a login, a new beneficiary creation, and an eventual fund
transfer—may appear as isolated, non-threatening events across different departments.

e Threshold Dependency: Legacy monitoring relies on predefined rules and thresholds.
While useful for known risks, these are easily bypassed by sophisticated actors who
structure activity just below limits or distribute it across related entities.

e The Speed Gap: Financial institutions typically operate on a cycle of assessment,
screening, alert review, and recalibration that is inherently slow. Conversely, criminal
networks test controls continuously and adapt instantly when friction is detected.

e Ineffective Metrics: Current success is often measured by alert volumes rather than
investigative value or threat coverage. The Wolfsberg Group has specifically encouraged
a move toward effectiveness measures linked to law enforcement value.

The Architecture of a "Rewired" Program

Rewiring a program with Al involves redesigning how information is collected, connected, and
interpreted. It transitions the control environment into one that learns from outcomes and adapts
to emerging risks.

Integrated Risk Architecture

A genuinely rewired program centralizes diverse data points into governed services, including:
e Customer information and onboarding documents.
e Transactions and counterparty data.



e Device characteristics and authentication events.
e Adverse intelligence and prior investigation outcomes.

Core Technological Components

Technology,Application in FinCrime

Machine Learning,ldentifies nonlinear relationships and behavioral deviations that fixed rules
cannot represent.

Natural Language Processing (NLP),"Extracts intelligence from news, payment references, and
investigator notes."

Graph Analytics,"Reveals shared infrastructure (addresses, devices) and indirect relationships
in mule networks."

Generative Al,"Summarizes evidence, proposes investigative steps, and drafts case narratives."
Agentic Systems,"Orchestrates multi-stage tasks, such as retrieving data and calculating flows,
to assist investigators."

Al Integration Across the Customer Lifecycle

Al changes the detection paradigm by moving beyond single-point checks to holistic behavioral
analysis.

e Onboarding: Al evaluates document integrity and cross-references application data
with device characteristics and behavioral biometrics. It identifies risks when a single
device is linked to unrelated accounts or addresses known to mule networks.

e Account Access: Behavioral models monitor typing patterns, navigation velocity, and
session changes to detect account takeover (ATO) or remote-access manipulation
before funds are moved.

e Transaction Monitoring: Models evaluate sequences rather than isolated payments. A
transfer becomes high-risk if preceded by suspicious activities like a password recovery
followed by a sudden change in telephone number.

e Network Intelligence: Graph models identify the underlying operating structure of
criminal groups, focusing on reused beneficiaries, merchants, or cryptocurrency wallets
rather than just visible transactions.

From Alert Generation to Intelligence-Led Investigation

The objective of Al implementation is to shift the investigator's role from data gathering to
high-value decision-making.

1. Enriched Workspaces: Al-enabled systems assemble evidence, normalize transaction
data, and construct timelines automatically, reducing manual "detective work."

2. Prioritization: Instead of a first-in, first-out queue, models prioritize alerts based on
customer risk, network centrality, and the probability that intervention will prevent actual
loss.

3. The "Co-Pilot" Model: Generative Al acts as a controlled assistant, drafting information
requests and comparing evidence against procedures.



4.

Traceability: For Al to be effective, systems must distinguish between verified facts and
model-generated inferences. Investigators must be able to see the specific signals
supporting every conclusion to maintain a defensible audit trail.

Risks and Failure Modes

The adoption of Al is not without significant operational and strategic risks. A 2024 survey by the
Bank of England and FCA found that while 75% of firms use Al, nearly 46% reported only a
partial understanding of the technologies used.

Data Integrity: Al cannot reliably infer reality from incomplete or incorrectly joined
records. Fragmented identifiers and weak typology labels limit model learning.
Automation Bias: There is a risk that investigators will blindly accept model
conclusions because they are presented confidently, especially if challenging the model
requires extra effort.

Model Drift: As products and criminal tactics change, models validated at launch may
deteriorate over time without continuous monitoring.

Adversarial Manipulation: Criminals can "poison” or test models to find gaps, using
prompt injection or manipulated documents to bypass Al-driven controls.

Third-Party Dependency: Reliance on external models and datasets requires careful
governance regarding data location, service interruptions, and access to validation
evidence.

Framework for a Resilient Control Stack

To successfully transition from a reactive to a relentless posture, institutions should implement a
multi-layered defense strategy:

Layer 1: Use-Case Accountability: Every Al system must have a defined owner, data
boundary, and level of permitted autonomy.

Layer 2: Data Lineage: Maintaining a clear understanding of where information
originated and how it was transformed.

Layer 3: Proportionate Validation: Testing models for precision, stability, bias, and—in
the case of Generative Al—hallucinations.

Layer 4: Human Oversight: Ensuring reviewers have the expertise and time to
challenge Al outputs. High-impact decisions (exiting customers or submitting regulatory
reports) must remain human-led.

Layer 5: Continuous Feedback Loops: Confirmed fraud and suspicious activity
reports must systematically inform and update detection models.

Layer 6: Operational Resilience: Establishing fallback arrangements for when models
are unavailable or data is corrupted.

Conclusion

The transition to Al-driven financial crime programs is not a procurement exercise but a
redesign of institutional learning. Success is not measured by the number of automated
decisions or the volume of alerts closed, but by the precision of threat coverage and the speed
of intervention. By combining rules, machine learning, and human expertise into a continuous



learning environment, financial institutions can disrupt criminal activity at the speed of its
emergence.
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