Machine-Speed Crime: The Automated Evolution of Financial Threats

Executive Summary

The financial threat landscape has shifted from manual, human-led operations to
"machine-speed crime." This evolution is driven by the convergence of bots, artificial intelligence
(Al), and drones, which allow a small number of criminals to act against a vast number of targets
with unprecedented speed and minimal exposure. Automation is no longer a future risk; it is a
core component of the modern criminal operating model, facilitating everything from
industrialized credential stuffing to physical smuggling and surveillance.To remain resilient,
financial institutions must move beyond traditional perimeter security. Effective defense requires
an integrated approach that connects digital signals (cybersecurity), behavioral patterns (fraud
detection), and physical observations (security) to identify the financial outcomes of automated
abuse.

The Taxonomy of Automated Threats

The term "bot" encompasses several distinct risks that exploit different layers of a digital
infrastructure.| Bot Type | Primary Function | Financial Crime Impact || | | I
Application Bots | Interact with websites, mobile apps, and APIs. | Credential stuffing, fake
account creation, data scraping, card validation. || Botnets | Networks of compromised devices
(loT, routers, cameras). | DDoS attacks, malware delivery, concealing traffic via proxy
infrastructure. || Social Bots | Operate on online platforms to imitate human engagement. |
Market manipulation, distributing fraudulent links, amplifying investment narratives. ||
Al-Enabled Agents | Adaptive systems that generate varied messages and make basic
decisions. | Personalized phishing, maintaining fraudulent conversations, adapting to defensive
changes. |

Key Themes and Findings

1. The Industrialization of Cybercrime

Automation has fundamentally changed the economics of crime. Criminals now utilize
"cybercrime-as-a-service" markets to purchase the components of an attack—phishing kits,
malware, and credential lists—while bots provide the execution layer.

e Scale: Bots repeat tasks at a volume impossible for humans.

e Prevalence: ENISA's 2025 threat dataset identified botnets in 9.9% of initial infection
vectors, while DDoS attacks (often powered by botnets) constituted 76.7% of recorded
incident types. In the finance sector, hacktivist-led DDoS accounted for 83.5% of
incidents.

e Exploitation of Logic: Many attacks do not rely on software bugs but rather exploit
legitimate application functions (e.g., login screens or gift card balance checks) at
abusive speeds.



2. Al as a Force Multiplier

Artificial Intelligence is transitioning bots from rigid, predictable scripts into adaptive adversaries.

e Adaptability: Al allows bots to alter language, generate credible histories, and select
actions based on defensive responses.

e Cost Reduction: Personalization and translation can now be applied across massive
target sets. Human criminals can "reserve human attention" for only the highest-value
victims identified by the automated systems.

e Evasion: By mimicking human behavior and varying request patterns, Al-enabled bots
bypass traditional, velocity-based detection.

3. Drones: Extending Risk to Physical Space

Drones represent a cyber-physical threat, serving as both vulnerable assets and criminal tools.

e The Drone as an Exploit Mechanism: Drones enable proximity-based access to
buildings, rooftops, or vehicles, allowing criminals to bypass external perimeters and
conduct network reconnaissance.

e Criminal Logistics: Drones are actively used for surveillance of access controls,
monitoring high-value movements, and smuggling illicit items (drugs, weapons, or cash)
into restricted areas like prisons or airports.

e Data Vulnerabilities: CISA warns that UAS (Unmanned Aircraft Systems) software and
firmware can create privacy risks and lead to the theft of sensitive imagery, flight paths,
or infrastructure data.

4. Financial Crime Impact Across the Lifecycle

The impact of machine-speed crime extends through the entire financial journey:

e Initial Access: Bots acquire credentials and bypass identity checks.

e Fraudulent Activity: Card testing (submitting low-value transactions to validate stolen
data) and automated account takeovers (ATO).

e Predicate Crimes: Drone-assisted smuggling generates proceeds that require
laundering.

e Operational Interference: DDoS attacks and the pollution of business metrics with bot
traffic make genuine criminal behavior harder to isolate.

Strategic Recommendations for Resilience

Anti-Bot Control Stack

A resilient defense must operate across multiple layers to distinguish legitimate automation from
abuse:
e Edge Layer: Monitor network reputation and request velocity.
e Application Layer: Implement session analysis and identity-bound limits. Use
passkeys or phishing-resistant multifactor authentication to devalue stolen passwords.
e Business Layer: Monitor for "mule" accounts on the recipient side and identify patterns
in card testing across multiple devices and instruments.



UAS (Drone) Security Model

Organizations utilizing drones must treat them as enterprise-connected devices:

Inventory and Procurement: Maintain a strict inventory of aircraft and controllers.
Assess firmware support and data encryption before purchase.

Network Isolation: Separate drones from critical corporate networks and disable
unnecessary connectivity.

Data Governance: Minimize sensitive imagery and ensure logs are retained for
investigation.

Integrated Detection and Governance

Because automated threats span multiple domains, detection must connect disparate signals:

Cross-Functional Investigation: Combine cybersecurity signals (unusual wireless
activity), fraud signals (account changes), and physical security signals (unauthorized
aircraft) to reveal coordinated operations.

Human-in-the-Loop Governance: Organizations using Al agents must define
authorized actions and ensure high-impact decisions (such as payments or privileged
access) require human approval.

Real-Time Intelligence: Moving toward real-time detection is essential to counter
"machine-speed" abuse before it develops into systemic financial harm.
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