The Evolution and Impact of Infostealer Malware: A Briefing on the Modern
Credential Economy

Executive Summary

The landscape of cyber-enabled financial crime has shifted from simple password theft to the
wholesale extraction of digital identities. Modern infostealer malware represents a critical
acquisition stage in a professionalized criminal supply chain, capable of capturing session
cookies, authentication tokens, and detailed device characteristics that allow attackers to
bypass traditional security measures.In 2024 alone, logs from compromised systems increased
by 500%, with over 1.7 billion credential records shared in underground forums. These "stealer
logs" provide the contextual richness necessary to reproduce a victim’s digital environment,
facilitating account takeover, business email compromise, and large-scale financial fraud. For
financial institutions and regulated entities, infostealer infections must be treated not merely as
endpoint security incidents, but as precursors to significant financial crime. Resilience requires
an integrated approach that connects cybersecurity alerts with fraud, identity, and anti-money
laundering (AML) detection.

1. The Modern Infostealer: Beyond Password Theft

The description of infostealers as "password-theft" tools is no longer accurate. Modern variants
are designed for comprehensive data exfiltration that enables the impersonation of a victim
across multiple platforms simultaneously.

Data Targeted by Modern Stealers

Authentication Data: Browser credentials, session cookies, and authentication tokens.
Financial Information: Payment-card data and cryptocurrency wallet details (including
seed phrases and private keys).

e Personal and Communication Data: Messaging data, private documents, browser
history, and autofill records (names, addresses).

e Device Context: Detailed information about the infected device, including IP addresses,
installed applications, security controls, and browser profiles.

The "Stealer Log"

The collected data is packaged into a "stealer log." This package is more valuable than a
password from a static database breach because it includes the "contextual package"—the
active sessions and device characteristics—needed to mimic the victim’s normal digital
behavior.

2. The Underground Credential Economy

The scale and professionalization of the credential economy have reached unprecedented
levels, driven by automation and a specialized division of labor.



Scale of the Threat

e Log Volume: FortiGuard Labs reported a 500% increase in logs from compromised
systems in 2024.

e Credential Records: Approximately 1.7 billion credential records were shared on
underground forums in a single year.

e Infrastructure: In May 2025, international partners disrupted the Lumma Stealer
infrastructure, which had infected over 394,000 Windows devices in a two-month window
and involved at least 1.7 million instances of information theft.

The Malware-as-a-Service (MaaS) Model

Criminal distribution is increasingly organized. Using models like Lumma, the "division of labor"
lowers the barrier to entry for attackers:

1. Developers: Maintain and update the malware.
Distributors: Infect devices via phishing, cracked software, and malicious advertising.
Log-Market Operators: Organize and sell the stolen data.
Access Brokers: Identify high-value corporate or financial credentials.
Downstream Criminals: Conduct final acts of fraud, extortion, or account takeover.
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3. Pathways to Financial Crime

Infostealer infections are the "acquisition stage" of a broader criminal process. One infection can
expose personal, financial, and corporate services simultaneously.

Common Criminal Outcomes

Crime Type,Mechanism

Account Takeover (ATO),"Testing stolen credentials against banks, payment providers, and
merchants."

Business Email Compromise (BEC),"Using access to search for invoices, impersonate victims,
or redirect payments."

Cryptocurrency Theft,Using private keys or seed phrases to gain direct control over virtual-asset
wallets.

Corporate Breach,Accessing cloud databases or remote-work services via unmanaged personal
devices.

Money Laundering, Taking control of genuine accounts to receive and disperse criminal
proceeds (mule-account control).

Password Reuse and Longevity

Data from Verizon’s 2025 Data Breach Investigations Report indicates that compromised
credentials were the initial-access vector in 22% of reviewed breaches. Critically, in the median
case, only 49% of an infected user's passwords across different services were distinct, allowing
a single infection to expose multiple accounts. Furthermore, stolen credentials can remain valid
for years (some since 2020) if not rotated or protected by network controls.



4. Challenges in Detection and Mitigation

Infostealer-enabled fraud is difficult to detect because the activity closely resembles legitimate
user behavior.

Bypassing Multi-Factor Authentication (MFA): If an attacker steals a valid session
token, they can "replay" the authenticated session without needing a password or
second factor.

Evasion of Geolocation Controls: Criminals use residential proxies to appear
geographically close to the victim.

Transient Presence: Many infostealers execute quickly, transmit data, and then delete
themselves, leaving no long-term footprint for endpoint security tools to detect until after
the data has left the device.

Credential Stuffing: Stolen data is used in automated authentication attempts that
often blend into ordinary traffic volume, representing 19% to 25% of daily authentication
attempts in some datasets.

5. Building a Resilient Control Stack

A robust defense against infostealers requires a six-layered approach that integrates
cybersecurity and financial crime prevention.

1.

2.

Device Security: Maintaining updated operating systems, endpoint protection, and
training staff to recognize malicious downloads (e.g., fake browser updates).

Strong Identity Assurance: Implementing phishing-resistant MFA, such as
FIDO-based security keys and passkeys, for high-value and corporate accounts.
Session Governance: Shortening session lifetimes, applying risk-based
reauthentication, and revoking tokens immediately after material account changes or
password resets.

Behavioral Monitoring: Identifying "impossible travel," unfamiliar devices, and high-risk
actions (e.g., beneficiary creation) that depart from established customer behavior.
Credential-Exposure Intelligence: Using threat intelligence to identify customer or
employee credentials appearing in criminal markets and triggering risk-based
investigations.

Integrated Cyber-FinCrime Response: Connecting confirmed exposure events to
fraud and AML teams to review linked devices, mule networks, and subsequent funds
movement.

6. Strategic Response to Compromise

Removing malware from a device is insufficient. An effective response must address the full
identity exposure.

Device Management: Isolate, examine, and rebuild the infected device.

Credential and Session Reset: Change passwords from a trusted, clean device and
invalidate all active sessions and authentication tokens.

Comprehensive Audit: Review registered devices, recovery addresses, forwarding
rules, and recent security changes.



e Integrated Investigation: Identify every business and personal credential used on the
device, including VPNSs, cloud administration, and developer tokens.

e Customer Communication: Provide clear guidance that a single password reset may
be insufficient if session cookies or financial data were also compromised.

Conclusion

The strategic shift for financial leaders must be from a focus on password security to a focus on
identity compromise . Infostealer malware has turned digital identities into a reusable
inventory for criminals. The most resilient institutions will be those that treat infostealer alerts as
financial crime events, neutralising the full exposed identity before stolen access can be
converted into stolen funds.
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