Online Dating Scams: How Romance Fraud Turns Emotional Trust into
Financial Loss

Executive Summary

Romance fraud has evolved from simple deceptive requests for money into a sophisticated,
industrial-scale criminal enterprise. It operates at the intersection of authorized push payment
(APP) fraud, investment fraud, identity abuse, and human trafficking. In 2025, romance scam
losses in the UK reached a record £39.2 million, with the number of reported cases increasing
by 22%.The success of these scams relies on a gradual transition from emotional grooming to
financial exploitation. Criminals utilize stolen identities, Al-generated content, and scripted social
engineering to build intense trust over weeks or months. Once established, this trust is
weaponized to persuade victims to send money, invest in fraudulent platforms, or unwittingly
participate in money laundering as "mules." Detection remains exceptionally difficult because
the defining manipulation occurs outside of financial systems, and victims are often coached to
provide false narratives to bank staff. Effective mitigation requires a multi-layered control stack
involving behavioral analytics, cross-institution intelligence sharing, and specialized staff training
in identifying emotional dependency.

The Scale and Evolution of the Threat

Modern romance fraud is no longer the work of isolated individuals; it is driven by organized
criminal networks and industrial-scale scam centers.

e Growing Financial Impact: UK Finance reported £39.2 million in losses in 2025,
marking the fifth consecutive annual rise.

e Repetitive Exploitation: Victims make an average of 9.7 payments per case—the
highest among all APP scam categories—highlighting the gradual, repetitive nature of
the manipulation.

e Shifting Points of Origin: While dating apps remain a primary vector, criminals
increasingly use social media, gaming platforms, and professional networks. In 2025,
nearly 60% of victims reported that their initial contact with the fraudster occurred
through social media.

e Link to Global Crime: INTERPOL has documented scam centers where victims of
human trafficking are forced to conduct romance and investment scams, meaning the
operation may exploit both the financial victim and the person forced to engage in the
conversation.

The Mechanics of Manufactured Relationships

Criminals follow a structured operating model designed to neutralize a victim’s skepticism
through intensive psychological grooming.



Victim Selection and Identity Construction

Fraudsters conduct social-media reconnaissance to identify vulnerable targets, focusing on
individuals experiencing bereavement, divorce, retirement, or social isolation. They then
construct identities that provide credible excuses for being unable to meet in person, such as:

e Military officers stationed abroad.

e Engineers or contractors working on international projects.

e Medical professionals or aid workers.

Emotional Control Mechanisms

o Off-Platform Migration: Offenders quickly move conversations from dating apps to
private messaging services to evade platform-level monitoring.

e Mirroring and Intensity: Fraudsters mirror the victim’s values and move the
relationship toward long-term commitments (e.g., marriage or shared homes) with
unusual speed.

e The Sunk-Cost Dynamic: Once a victim makes an initial payment, they become
psychologically committed. Admitting the fraud would mean acknowledging both financial
loss and the collapse of a significant emotional bond.

Diversified Exploitation Models

Romance fraud often serves as a gateway to other forms of financial crime, utilizing different
tactics depending on the victim's perceived resources.| Scam Type | Methodology || ------ | ------
|| Traditional Romance Fraud | Fabricated emergencies (medical bills, travel documents,
customs fees) designed to solicit direct transfers. || Romance Baiting | Also known as "pig
butchering," the criminal presents as a successful investor and guides the victim to a fraudulent
cryptocurrency or forex platform. || Money Mule Recruitment | Victims are persuaded to
receive third-party funds and forward them to other accounts or crypto wallets, unwittingly
laundering proceeds of other crimes. || Sextortion | The weaponization of intimate images or
videos (real or Al-generated) to blackmail the victim for repeated payments. |

Barriers to Detection and Intervention

Financial institutions face significant challenges in identifying romance fraud because the
activity appears technically legitimate.

o Authorized Transactions: Victims use their own devices and complete all required
authentication, making the transaction appear genuine to automated systems.

e Victim Coaching: According to the FCA, 42% of romance fraud victims provided
misleading explanations to their banks (e.g., claiming a payment was for a property
purchase) because they were coached by the fraudster to bypass controls.

e Emotional Dependency: Victims may appear defensive or irrational during bank
interventions because they remain emotionally committed to the fabricated partner.

Recommended Control Frameworks for Financial Institutions

A resilient defense against romance fraud must be multi-layered and move beyond generic
warnings.



e Behavioral Analytics: Institutions should monitor for sudden changes in account
activity, such as first-time cryptocurrency purchases, unusual international transfers, or
borrowing followed by immediate dispersal.

e Relationship-Aware Intervention: Staff should be trained to ask non-judgmental,

specific questions:

Have you met the recipient in person?

Can the investment returns be independently verified?

Why are these funds required urgently for a partner you have only met online?

Receiving-Account Intelligence: Monitoring accounts that receive funds from multiple

unrelated individuals followed by rapid "pass-through" activity to identify mule networks.

e Cross-Institution Sharing: Using lawful channels to share "known-victim" markers and
scam-beneficiary intelligence to prevent fraudsters from directing victims to different
banks once one institution intervenes.

e Safeguarding and Victim Support: Recognizing that 15% of cases involve repeat
victims. Effective response includes reviewing the victim's wider identity environment
(passwords, social media access) and monitoring for "recovery scammers" who target
known victims.

Conclusion: Strategic Implications for Leaders

For financial crime leaders, romance fraud must be governed as a complex, long-duration event
rather than a simple payment dispute. It is a high-risk intersection of social engineering and
organized crime that succeeds by converting emotional trust into financial authority. Institutions
that recognize the signs of gradual escalation and intervene with evidence-based, sensitive
engagement will be best positioned to protect their customers and the integrity of the wider
payment system.
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