Inside the Fake Bank Alert: Smishing Campaigns and the Financial Crime
Ecosystem

Executive Summary

Smishing—fraudulent text messaging—has evolved from a simple credential-theft tactic into a
sophisticated entry point for multi-stage financial crime. Modern campaigns, such as those
targeting Santander and NatWest customers, utilize "new device" security alerts to exploit
consumer fear and urgency. By combining brand impersonation, real-time credential
interception, and social engineering, criminal networks successfully bypass modern banking
controls.The threat landscape is shifting from defeating technical systems to manipulating
legitimate users, evidenced by a rise in Authorized Push Payment (APP) fraud even as
unauthorized fraud declines. Total payment fraud losses in the UK reached £1.28 billion in 2025.
While mandatory reimbursement rules introduced in October 2024 provide a consumer safety
net, they do not disrupt the underlying criminal infrastructure. Effective prevention requires a
"whole-system" response, integrating behavioral analytics, telecommunications security, and
aggressive disruption of the mule account networks that serve as the final conversion point for
illicit funds.

The Anatomy of Modern Smishing Campaigns

Smishing is no longer a standalone threat; it is the first stage of a coordinated criminal chain.
The current model integrates several layers of deception:

e Pretext of Urgency: Messages typically claim a "new device" or suspicious transaction
has been detected. This creates immediate uncertainty, making the customer more likely
to bypass standard caution.

e Sender ID Manipulation: Criminals use business-messaging infrastructure to spoof
bank names. Fraudulent messages often appear within the same thread as legitimate
historical communications from the bank.

e Cloned Interfaces: Embedded links direct victims to mobile-optimized websites that
replicate official banking login pages. These sites are designed to capture not only
passwords but also personal data for secondary identity theft.

e Real-Time Interception: Advanced operations relay captured credentials to the criminal
in real time. As the victim "verifies" their identity on the fake site, the fraudster uses the
data to access the genuine account simultaneously.

The Role of Social Engineering and OTP Theft

The goal of the phishing site is often to trick the customer into providing a One-Time Passcode
(OTP). While the customer believes they are cancelling a fraudulent action, they are actually:
e Authorizing a new login.
e Registering a fraudster’s device.
e Provisioning a digital wallet.
e Approving a high-value payment.



Escalation to Voice-Based Scams

Smishing frequently transitions into telephone-based social engineering. A text may prompt a
customer to call a number, or a follow-up call may be placed after credentials have been
entered on a phishing site.

e Professional Impersonation: Callers adopt the language of bank fraud departments,
providing fake case references and security questions to build legitimacy.

e "Safe Account"” Narratives: A common tactic involves convincing the customer that
their funds are at risk and must be moved to a "protected" or "safe" account. Legitimate
banks never require such transfers.

e Number Spoofing: Criminals manipulate caller ID to make incoming calls appear as if
they are from the bank’s official number, the police, or government agencies.

Fraud Typologies and Financial Impact

Bank impersonation leads to two distinct categories of fraud, each with different implications for
investigation and reimbursement.| Fraud Type | Mechanism | Key Characteristic || ------ | ------ |
------ || Unauthorised Fraud | Criminal uses stolen credentials to make transfers without the
customer's knowledge. | Declining trend as technical controls improve. || Authorised Push
Payment (APP) Fraud | The customer is deceived into instructing the bank to send money to a
criminal. | Rising trend; focuses on manipulating the human user. |

2025 Statistical Overview

Total Payment Fraud: £1.28 billion stolen.

APP Losses: £576.4 million.

Channel Disparity: While telecommunications-originated scams represent a smaller
share of cases than online-originated scams, they account for a disproportionately large
share of financial losses.

The Critical Role of Mule Accounts

The mule account is the essential "conversion point" where deception becomes transferable
value. Once funds are transferred—either through account takeover or APP fraud—they are
moved through a network of accounts belonging to individuals, businesses, or synthetic
identities.
e Speed and Fragmentation: Funds are rapidly divided, withdrawn as cash, or converted
into cryptoassets to prevent recall.
e The Receiving Institution: The bank receiving the fraudulent payment is as critical as
the sending bank. Identifying "pass-through" behavior or accounts receiving funds from
multiple unrelated customers is vital for disrupting the network.

Regulatory and Ecosystem Responses

Mandatory Reimbursement (October 2024)

As of October 7, 2024, mandatory reimbursement protections apply to eligible victims of APP
scams through Faster Payments and CHAPS.



e Coverage: Generally up to £85,000 per claim.
e Incentives: The rules increase pressure on both sending and receiving payment
service providers to improve intervention and mule-account detection.

The "Whole-System" Approach

Fraud prevention is increasingly viewed as a shared responsibility across the digital ecosystem:
e Telecommunications: Ofcom’s 2026 measures require mobile providers to act on
scam intelligence and disrupt spoofed calls.
e Cross-Industry Sharing: Real-time sharing of malicious URLs, telephone numbers,
and account indicators between banks, telecoms, and digital platforms is necessary to
stop value from moving.

Strategic Recommendations for Financial Institutions

Enhanced Detection Capabilities

Banks must move beyond single-indicator alerts. A resilient control stack should integrate:
e Behavioral Analytics: Monitoring for unusual navigation, copy-paste activity, or signs
that a customer is being coached during a transaction.
e Event Correlation: Connecting disparate events, such as a new device enroliment
followed immediately by a password reset and a high-value transfer.
e Recipient-Side Intelligence: Using network analytics to identify mule clusters and rapid
pass-through behavior.

Improved Customer Interventions

Generic warnings are often ignored. Effective prompts should:
e Describe the specific fraud typology.
e Ask if the customer has been instructed to conceal the purpose of the payment.
e Create intentional "friction" to allow for independent verification.

Resilient Personal Controls

Financial institutions should encourage customers to adopt a "personal control stack":
1. Independent Navigation: Never use links or numbers from unexpected texts; use
official apps or the 159 service.
2.  Transaction Specificity: Read OTP prompts in full to ensure the amount and payee
match the intended action.
3.  Account Hygiene: Utilize unique passwords and multifactor authentication (MFA).
Remote-access software should never be installed at the request of a caller.
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