
Facebook Fraud: How Scammers Are Exploiting Social Media for Financial 
Gain 

Executive Summary 
Facebook has evolved from a communications platform into a comprehensive infrastructure for 
criminal financial activity. By integrating social profiles, targeted advertising, community groups, 
and private messaging, the platform provides scammers with a complete ecosystem to identify, 
target, and manipulate victims without leaving the social media environment. In 2025 alone, 
reported losses from social media scams reached $2.1 billion—an eightfold increase since 
2020—with Facebook identified as the leading origination channel for these losses.The core 
challenge for financial crime teams is that Facebook fraud is not a single typology but a diverse 
ecosystem involving investment fraud, purchase scams, romance fraud, and account takeovers. 
Because the deception occurs on social platforms while the money moves through banks and 
crypto-services, financial institutions often lack visibility into the initial stages of the attack. 
Responding effectively requires a shift from viewing this as a platform-moderation issue to 
treating it as a cross-sector financial crime threat that demands integrated intelligence and 
behavioral detection. 

The Scale and Evolution of Social Media Fraud 
Social media has become the primary origination channel for mass-market fraud. Data from the 
US Federal Trade Commission (FTC) and UK Finance highlight a significant shift in the criminal 
operating model: 

●​ Financial Impact:  In 2025, social media scam losses hit $2.1 billion. Approximately 
30% of all fraud victims reported their encounter began on social media. 

●​ Platform Dominance:  Facebook accounts for more reported financial loss than any 
other social media platform, exceeding losses attributed even to text messages or email. 

●​ UK Market Data:  In 2025, UK Finance recorded £576.4 million in authorized push 
payment (APP) fraud losses, with 66% of cases originating online. 

●​ Victim Diversity:  The platform allows criminals to target a wide spectrum of individuals, 
including business owners, investors, job seekers, and specialized interest groups. 

The Weaponization of Platform Features 
Scammers exploit Facebook's legitimate business tools to industrialize their operations. The 
"fraud infrastructure" relies on several key features: 

1. Targeted Advertising 

Criminals use the same targeting tools as legitimate advertisers to reach victims based on age, 
location, and interests. 

●​ Investment Scams:  Fraudsters promote "trading systems" or cryptocurrency tools, 
often using fake celebrity endorsements. These campaigns drive users to cloned 
websites or private messaging groups. 



●​ Confidence Building:  Scammers often allow victims to withdraw small "profits" from 
fake dashboards to encourage larger subsequent deposits. 

●​ Shopping Scams:  Ads for discounted goods (electronics, tickets, clothing) are the most 
frequent form of social media fraud. Over 40% of social media scam victims were 
targeted via a product advertisement. 

2. Facebook Marketplace 

Marketplace facilitates "manufactured commerce" through person-to-person interactions. 
●​ Seller Fraud:  Listings for non-existent high-value items (vehicles, pets, rentals) are 

used to extract deposits under the guise of "high interest." 
●​ Buyer Fraud:  Fraudsters claim they have overpaid or send fake payment confirmations, 

sometimes providing phishing links to capture the seller's banking credentials. 
●​ Money Laundering:  Criminals use Marketplace to resell merchandise bought with 

stolen credentials, making the proceeds appear to be legitimate consumer commerce. 

3. Compromised Identities and "Inherited Trust" 

The value of a Facebook account to a criminal lies in its history and established network. 
●​ Account Takeovers (ATO):  By compromising established accounts through phishing or 

malware, scammers exploit existing relationships to send "emergency" requests for 
funds. 

●​ Cloned Profiles:  Scammers recreate profiles to mimic trusted individuals or brands, 
increasing the credibility of fraudulent offers. 

●​ Recovery Scams:  Victims of a hack are often targeted again by fraudulent "support 
representatives" promising to recover their accounts. 

4. Messenger and Romance Fraud 

Private messaging allows for the long-term emotional manipulation required for high-value 
scams. 

●​ Relationship Building:  Scammers adopt personas (military, entrepreneurs) to build 
months-long trust. 

●​ Conversion:  Nearly 60% of romance scam victims in 2025 reported the relationship 
began on social media. The scam often evolves from "personal emergencies" to 
complex investment proposals. 

Operational Mechanics: Migration and Automation 
Fraud networks operate with high levels of specialisation and technical agility: 

●​ Platform Migration:  To evade detection and reduce platform visibility, scammers often 
move conversations from Facebook/Messenger to WhatsApp, email, or text. 

●​ Automation and AI:  Artificial intelligence is used to generate high-quality language 
translations, create realistic images, and automate engagement through fake "supporter" 
accounts in groups. 

●​ Industrial Capacity:  The scale of the threat is evidenced by Meta's removal of 159 
million scam advertisements and 10.9 million accounts associated with scam centres in 
2025. 



Challenges for Financial Institutions 
Conventional financial controls often fail to detect these attacks because the bank only sees the 
final, customer-authorized payment.| Challenge | Impact on Detection || ------ | ------ || Visibility 
Gap | Banks do not see the social media interactions (ads, messages) that preceded the 
payment. || Successful Authentication | Since the customer is personally making the payment 
(APP fraud), device-based security is bypassed. || Ordinary References | Victims use 
legitimate-sounding references like "deposit" or "family support" as instructed by the scammer. || 
Evidential Fragmentation | Data is spread across social platforms, messaging apps, banks, 
and crypto services. | 

Strategic Recommendations: A Resilient Control Stack 
Financial crime leaders must move toward a cross-sector defense model. A resilient control 
stack involves six layers: 

1.​ Platform Prevention:  Social media services must implement risk-sensitive advertiser 
verification and account-integrity controls. 

2.​ High-Risk Friction:  Introducing warnings when users interact with suspicious accounts 
or attempt to move conversations off-platform. 

3.​ Behavioral Detection:  Banks should analyze sequences surrounding payments, such 
as a sudden interest in cryptoassets or the rapid liquidation of savings. 

4.​ Receiving-Account Disruption:  Advanced detection of "money mule" accounts that 
receive multiple payments from unrelated victims. 

5.​ Intelligence Sharing:  Platforms and banks must share data on profiles, domains, and 
payment routes. 

6.​ Customer Safeguarding:  Neutral, specific questioning of customers to identify 
vulnerability and coercion before payments are processed. 

Key Action Items for Financial Institutions: 

●​ Treat social media as a distinct fraud origination channel in investigations. 
●​ Monitor payments to newly added or high-risk beneficiaries. 
●​ Analyse scam networks as a whole rather than focusing on individual transactions. 
●​ Incorporate customer vulnerability into scam controls. 
●​ Share confirmed scam intelligence with platforms to help dismantle criminal 

infrastructure. 
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