
Exploiting E-commerce Platforms: A Briefing on Modern Money Laundering 
Infrastructure 

Executive Summary 
E-commerce marketplaces, exemplified by the scale and reach of platforms like Amazon and 
eBay, have transitioned from mere retail hubs to sophisticated vehicles for money laundering. 
While these platforms have revolutionized legitimate trade through integrated fulfillment and 
payment systems, these same features are being industrialised by criminal networks to disguise 
the origins of illicit funds.The core challenge for financial crime investigators is the  visibility 
gap : transaction data is fragmented across banks, payment processors, e-commerce platforms, 
and logistics providers. Criminals exploit this by creating fictitious sales, reselling stolen or 
counterfeit goods, and manipulating refund mechanisms to create a veneer of commercial 
legitimacy for criminal transfers.Critical Takeaways: 

●​ Infrastructure Exploitation:  Marketplaces provide the trust and volume necessary to 
hide illicit transactions among billions of legitimate ones. 

●​ Laundering vs. Fraud:  While marketplace fraud (e.g., non-delivery) aims to steal from 
buyers, marketplace laundering is a distinct effort to create an apparently credible sale to 
justify the movement of value. 

●​ Methodology Diversity:  Techniques range from "phantom" sales of non-existent goods 
to the conversion of stolen credit card data into resaleable merchandise. 

●​ The Visibility Gap:  Banks often see only a "marketplace settlement," lacking the 
context of what was sold, to whom, and whether the product actually existed. 

The E-commerce Laundering Ecosystem 
Criminal actors leverage the existing architecture of global marketplaces to move and disguise 
value. The scale of these platforms allows illicit activity to blend into ordinary retail fluctuations, 
such as international shipping patterns and rapid turnover. 

Core Exploitation Methods 

Method,Description,Primary Objective 
Fictitious/Collusive Sales,A criminal buyer and seller stage a transaction for a non-existent 
item.,Create false commercial legitimacy for a transfer of funds. 
Resale of Stolen/Counterfeit Goods,"Selling illicitly obtained items (burglary, cargo theft, or 
fakes) as legitimate inventory.",Mix illicit proceeds with lawful revenue to mask the source of 
income. 
Conversion of Stolen Credentials,"Using stolen card data to buy high-value goods, which are 
then resold.","Transform compromised payment capacity into ""clean"" seller revenue." 
Refund Manipulation,Requesting refunds for items bought with stolen cards to be sent to 
different accounts.,Redirect and extract value into controlled financial channels. 



Detailed Analysis of Laundering Pathways 

1. Fictitious and Collusive Sales (Phantom Transactions) 

This method functions as a digital version of trade-based money laundering. A criminal seller 
lists a product at an agreed-upon price. A connected buyer uses criminal proceeds to 
"purchase" the item. 

●​ Commercial Documentation:  Product listings serve as invoices, and platform order 
confirmations act as proof of transaction for banks. 

●​ Deceptive Fulfillment:  The seller may ship empty packages or items of negligible value 
to generate tracking numbers and automated messages that support the appearance of 
a completed sale. 

●​ Exploitation of Subjective Value:  Items with non-fixed market prices—such as 
collectibles, artwork, electronics, or customized digital products—are used to justify large 
transfers without attracting the scrutiny that mispriced common consumer goods might 
trigger. 

2. Counterfeit and Stolen Goods 

Marketplaces provide a high-trust environment for offloading physical goods obtained through 
criminal activity. 

●​ Revenue Mixing:  Legitimate business inventory is often mixed with counterfeit or stolen 
merchandise. This makes the illegal portion of the revenue harder for financial 
institutions to isolate. 

●​ Case Evidence:  A US Department of Justice case highlighted an online sneaker retailer 
who sold both authentic and counterfeit footwear through eBay, combining the proceeds 
to conceal the illegal source. 

●​ Stolen Merchandise:  Goods from organized retail crime, burglary, or account 
takeovers are resold through established accounts, making the proceeds appear as 
ordinary customer purchases. 

3. Transformation of Stolen Payment Credentials 

E-commerce allows for the rapid conversion of "Card-Not-Present" (CNP) fraud into liquid 
assets. 

●​ The Resale Loop:  Stolen credit card details or hijacked accounts are used to buy 
luxury goods or gift cards. These are sent to "drop addresses" or parcel mules and then 
resold through a different marketplace account. 

●​ Separation of Offense:  This creates a layer of separation between the original fraud 
and the eventual receipt of "clean" retail revenue. 

4. Abuse of Refund and Return Mechanisms 

Criminals exploit customer-centric refund policies to redirect funds. 
●​ Extraction:  A criminal may buy high-value goods with a stolen card and then request a 

refund to a different payment method controlled by the offender. 
●​ Refund Services:  Organized groups now offer "fraudulent refund schemes" as a 

service, charging a percentage of the recovered value. In one US enforcement action, a 



defendant was charged with wire fraud and money laundering for operating such a 
scheme. 

Infrastructure: Mule Networks and Seller Accounts 
The "hardware" of e-commerce laundering consists of the accounts and logistics networks that 
facilitate the flow of goods and money. 

●​ Seller Accounts as Assets:  Aged accounts with positive feedback and high payment 
limits are valuable criminal assets. These may be created with synthetic identities, 
purchased from legitimate owners, or taken over from dormant businesses. 

●​ Mule Networks: 
●​ Financial Mules:  Intermediaries who move money to create distance from the predicate 

offense. 
●​ Parcel Mules:  Individuals who receive goods purchased with stolen cards, remove 

identifying material, and forward them to other jurisdictions. 
●​ Integrated Fulfillment Risks:  Criminals use platform-provided logistics (where the 

platform stores and ships goods) to distribute counterfeit items while maintaining limited 
physical exposure. 

Strategic Implications for Financial Crime Leaders 
According to RUSI and Europol, the cross-border reach and interchangeability of criminal 
models make marketplace laundering highly efficient. To counter this, financial institutions must 
look beyond the "settlement description" on a bank statement. 

Key Considerations for Investigation and Control 

1.​ Establish Economic Reality:  Investigators must verify if a real product existed, if the 
price was commercially plausible, and if the buyer and seller were truly independent. 

2.​ Analyze Fulfilment Intelligence:  Shipments with implausible weights, reused tracking 
numbers, or deliveries to known forwarding addresses are red flags. 

3.​ Monitor Account Linkages:  Shared devices, IP addresses, bank accounts, or 
telephone numbers can reveal a network of "independent" sellers acting in concert. 

4.​ Distinguish Fraud from Laundering:  It is critical to differentiate between the predicate 
offense (e.g., a non-delivery scam) and the laundering dimension (the use of the 
marketplace to disguise the origin of those funds). 

5.​ Regulatory Compliance:  The  US INFORM Consumers Act  now requires 
marketplaces to verify high-volume third-party sellers, representing a shift toward more 
rigorous seller due diligence. 

The Requirement for Collaborative Intelligence 

The RUSI recommendation emphasizes that no single entity can see the entire financial and 
commercial chain. Effective resilience requires lawful mechanisms for exchanging actionable 
intelligence between: 

●​ Marketplace platforms 
●​ Financial institutions 



●​ Payment processors 
●​ Logistics providers 
●​ Law enforcement 
●​ Rights owners (for counterfeit detection) 
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