Emulators in FinCrime: The Industrialisation of Fraud via Virtual Devices

Executive Summary

The emergence of mobile emulators as a tool for financial crime represents a shift from manual
fraud to industrialised, scalable attacks. Emulators—software environments that simulate
physical mobile devices—are a "dual-use" technology. While essential for legitimate software
development and testing, they are being weaponised by criminal actors to bypass digital
onboarding, automate account takeovers, and undermine device-based security
controls.Critical Takeaways:

e Technical Asymmetry: Financial institutions rely on the assumption that a device is
real and a user is physically present. Emulators attack this by replacing physical
endpoints with controllable software environments.

e Scalability: Emulators allow for mass account creation and automated login attempts
(Account Takeover) at a significantly lower cost than using physical device farms.

e Bypass Capabilities: Modern emulation is increasingly paired with "digital injection”
and deepfake technology to defeat biometric liveness checks and document verification.

e Regulatory Focus: International bodies, including NIST, the EBA, and the Federal
Reserve, are updating guidance to specifically mandate the detection of emulated
environments and virtual cameras.

e Strategic Defense: Resilience requires a multi-layered approach combining device
attestation, media provenance, portfolio-level graph analysis, and defensive simulation.

The Role of Emulators in the Financial Crime Ecosystem

Emulators mimic device characteristics such as manufacturer, model, screen dimensions,
location, and touch interactions. For financial crime (FinCrime) professionals, emulator abuse is
no longer a niche mobile security concern; it sits at the intersection of several critical fraud
typologies:

Remote Onboarding Fraud: Bypassing identity-proofing protocols.

Account Takeover (ATO): Industrialising login and transaction activity.

Synthetic Identity Abuse: Creating and "warming" accounts using fictitious data.
Mule Account Provisioning: Rapidly scaling the infrastructure needed for money
movement.

Technical Asymmetry and Trust

Financial institutions increasingly rely on app-based acquisition, which requires a fundamental
level of trust in the endpoint. Emulators undermine four core trust assumptions:

1. Thatthe device is a genuine, physical handset.

2 That the camera feed is a live, genuine sensor stream.

3. Thatthe applicant is physically present.

4 That the environment is human-operated and consistent.



Core Criminal Use Cases

Criminal actors use emulation as a "force multiplier" for traditional fraud.

1. Application Fraud and Synthetic Identity

Emulators facilitate mass account creation by allowing operators to rotate virtual device profiles
and locations. The Federal Reserve notes that synthetic identity fraud—using a mix of real and
fictitious data—is amplified by emulators because they make repeated, linked applications look
like they originate from unconnected, genuine devices.

2. Industrialised Account Takeover (ATO)

Once criminals reproduce a victim's mobile environment, they can automate transactions
without the physical device.
e [IBM Trusteer Research: Documented operations where 15 emulated devices accessed
over 6,000 customer accounts. Earlier research noted an emulator farm mimicking more
than 16,000 compromised handsets.

3. Manipulation of Geography and Interaction

Standard Android emulator controls allow virtual devices to simulate specific GPS locations,
save routes, and replay journeys. This allows criminals to:

e Present sessions from "plausible" locations.

e Mimic human-like touch behaviour.

e Bypass basic geo-consistency checks and "new device" triggers.

4. Injection Attacks and Biometric Bypass

The most acute threat involves combining emulation with digital injection. Instead of a
"presentation attack" (holding a photo up to a camera), criminals inject forged media or
deepfakes directly into the application's data stream.

e Amsterdam Case Study (June 2026): A 34-year-old man used deepfake-style
photographs and manipulated biometric characteristics to deceive ABN AMRO’s
onboarding process, successfully opening 47 bank accounts in other people’s hames.

e NIST/ENISA Findings: Injection attacks are more dangerous than presentation attacks
because they are inherently scalable and cheaper to launch.

The Scale and Evolution of the Threat

The rapid growth of emulated fraud is driven by three primary factors:| Factor | Description ||
------ | ------ || Technical Commoditisation | Standard developer tools (Android Emulators,
Appium, Firebase) are repurposed for fraud, making it difficult for banks to treat emulator signals
as purely malicious. || Economic Efficiency | Injection attacks do not require physical hardware
or logistics, removing significant costs from the attacker's business model and allowing for
constant experimentation. || Evolutionary Pressure | As basic detection improves, criminals
move to "anti-detect" virtual environments, "cloud phones," and remotely controlled real-device
farms. |



Constructing a Resilient Control Stack

Standard identity-evidence validation is no longer sufficient. A modern defense requires a
multi-layered baseline:

Layer 1: Device and App Attestation

Institutions must use tools like the Google Play Integrity APl to determine if a request
originates from a genuine app on a certified device. This helps identify tampered apps and
emulated environments.

Layer 2: Media Provenance and Anti-Injection

Challenge-response randomness and specific checks for virtual cameras are necessary to
ensure media comes from a genuine sensor. NIST SP 800-63A-4 suggests that server-side
biometric comparison alone is insufficient to stop forged media attacks.

Layer 3: Portfolio-Level Analysis

The Federal Reserve recommends connecting data points across a portfolio. FinCrime teams
should look for clusters of suspicious activity:

e Multiple applicants linked to the same address or phone number.

e Multiple accounts sharing the same IP address.

e Consistent route patterns and behavioural clusters across seemingly unrelated identities.

Layer 4: Operational Response

Emulator defense must be dynamic. This includes red-team exercises, fraud-operations
feedback loops, and "bounty-style" programmes to surface weaknesses before exploitation.

Defensive Use of Emulation and Simulation

Emulators and simulators are also vital defensive assets for financial institutions:

1. Quality Assurance: Testing application resilience across diverse device types and API
levels.

2.  Synthetic Data Generation: The FCA (2024) highlighted the use of synthetic
transaction sequences to train machine-learning models when real fraud data is scarce.

3. Adversarial Modeling: Using agent-based modelling (e.g., AML-CFSim) to simulate
cyber-fraud laundering scenarios and test how detectors withstand adaptive,
human-guided attack behaviours. Research shows evasion rates for banking fraud
detection can reach 60% to 100% if models are not tested against adaptive attackers.

Conclusion for FinCrime Leaders

Emulator abuse represents the "industrialisation" of financial crime. It is a high-value risk signal
rather than a definitive verdict of fraud. A strategic response requires cross-functional
collaboration between fraud, AML, cyber, and mobile engineering teams. Institutions must move
beyond static rulesets toward a contextual risk model that understands how emulation fits into
broader criminal operating models, including the transition toward cloud phones and real-device
farms.
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