
Machine-Speed Crime: The Expansion of the Financial Threat Landscape 

Executive Summary 
The transition of automated attacks and cyber-physical systems from theoretical risks to routine 
operational threats has fundamentally altered the financial crime landscape. Machine-speed 
crime—driven by bots, artificial intelligence (AI), and drones—grants criminals unprecedented 
scale, reach, and adaptability. These technologies do not replace human criminals but act as 
force multipliers, allowing a small number of actors to target vast populations with minimal direct 
exposure and reduced labor costs.The threat is characterized by a convergence of digital and 
physical risks. Bots automate the exploitation of legitimate application functions for fraud, while 
drones extend digital vulnerabilities into physical spaces through surveillance and 
proximity-based exploits. For financial institutions, the impact extends beyond cyber intrusion 
into account takeover, payment abuse, money laundering, and the pollution of fraud detection 
models. Resilience requires a multi-layered defense strategy that integrates digital signals with 
physical security and cross-functional investigation. 

The Evolution of Automated Threats 
What was once a forecast regarding the malicious use of AI and autonomous systems is now a 
routine component of the criminal operating model. Automation has transitioned from rigid, 
predictable patterns to highly adaptive systems. 

From Prediction to Operational Reality 

●​ Economic Shift:  A 2018 assessment predicted that AI would reduce the labor and 
expertise required for sophisticated operations. This is now evident in 
"cybercrime-as-a-service" markets, where criminals purchase phishing kits, malware, 
and money-mule services. 

●​ Prevalence:  ENISA’s 2025 threat dataset highlights the scale of automation, identifying 
botnets in 9.9% of initial infection vectors and distributed denial-of-service (DDoS) 
attacks in 76.7% of incident types. In the finance sector, hacktivist-led DDoS accounts 
for 83.5% of recorded incidents. 

Taxonomy of Bot Risks 

The term "bot" encompasses several distinct categories of risk:| Bot Type | Primary Function | 
Criminal Application || ------ | ------ | ------ || Application Bots | Interact with websites, apps, and 
APIs. | Credential stuffing, fake account creation, data scraping, gift card enumeration. || 
Botnets | Networks of compromised connected devices (IoT). | Delivering malware, sending 
spam, concealing traffic, executing DDoS attacks. || Social Bots | Operate via online platforms. 
| Content amplification, imitating engagement, distributing fraudulent links, narrative 
manipulation. || AI-Enabled Agents | Systems capable of basic decision-making. | Generating 
varied messages, adapting timing, processing stolen data, maintaining conversations. | 



AI and the Economics of Criminal Activity 
AI is fundamentally changing the economics of bot activity by increasing flexibility and 
decreasing costs. 

●​ Adaptability:  Unlike earlier, rigid bots, AI-enabled systems can alter language, 
generate credible account histories, and select actions based on previous responses. 

●​ Personalization at Scale:  AI allows for the mass production of localized phishing 
messages and tailored social media interactions. 

●​ Resource Allocation:  By automating personalization and basic decision-making, 
criminal organizations can reserve human attention for the highest-value victims or 
accounts. 

●​ Exploiting Logic, Not Just Code:  Many attacks do not rely on software vulnerabilities 
but exploit legitimate functions (like login or payment pages) at abusive speeds. 

Drones: Extending Risk into Physical Space 
Unmanned Aircraft Systems (UAS) or drones represent a cyber-physical threat, serving as both 
potential victims of compromise and tools for criminal execution. 

Drones as Criminal Tools 

Drones provide a mechanism for "proximity-based access," allowing criminals to bypass 
traditional security perimeters: 

●​ Surveillance:  Monitoring access controls, movements, and facility layouts without 
entering a protected area. 

●​ Logistics:  Smuggling illicit items (drugs, weapons, cash) into or out of prisons, airports, 
and critical infrastructure. 

●​ Predicate Crime:  The proceeds from drone-assisted smuggling generate funds that 
eventually enter the financial system for laundering. 

Drones as Compromised Assets 

As connected devices, commercial drones are vulnerable to: 
●​ Data Theft:  Weak firmware or insecure applications can expose images, flight paths, 

and infrastructure data. 
●​ Unauthorised Control:  Exploitation of communications or credentials can lead to 

altered navigation or loss of control. 

Impact on the Financial Sector 
The influence of machines is felt across the entire financial journey, often appearing as 
legitimate activity that only becomes visible through velocity and repetition. 

●​ The Journey of Abuse:  Bots are used to acquire credentials, open synthetic accounts, 
test stolen cards, and initiate transactions. 

●​ Model Pollution:  High volumes of automated traffic can pollute business metrics and 
fraud models, making it harder to identify genuine criminal behavior. 

●​ Operational Pressure:  Disruption at logistics hubs or airports via drone activity can 
create commercial pressure and opportunities for extortion. 



●​ The Laundering Chain:  Automation facilitates the movement of value through "mule" 
networks, with financial institutions often only seeing the resulting payments rather than 
the bot or drone activity itself. 

Strategies for Organizational Resilience 
A resilient defense must move beyond "vulnerability management" to address the speed and 
coordination of machine-led attacks. 

Anti-Bot Control Stack 

Effective management requires distinguishing legitimate automation from abuse through 
multiple layers: 

●​ Network Layer:  Monitoring network reputation and request velocity at the edge. 
●​ Application Layer:  Using session analysis, device intelligence, and identity-bound 

limits. 
●​ Business Layer:  Monitoring transactions, account creation, and beneficiary (mule) 

patterns. 
●​ Authentication:  Implementing passkeys or phishing-resistant multifactor authentication 

(MFA) to devalue stolen passwords. 

Drone Security Model 

Organizations should treat drones as enterprise-connected devices rather than standalone 
tools: 

●​ Inventory and Procurement:  Maintain a registry of aircraft and apps; assess supplier 
data encryption and firmware support. 

●​ Network Isolation:  Separate drones from critical corporate networks and disable 
unnecessary connectivity. 

●​ Data Governance:  Minimize and encrypt sensitive imagery; establish clear retention 
policies. 

●​ Physical Monitoring:  Baseline normal activity near facilities and coordinate with law 
enforcement for incident response. 

Integrated Detection and Governance 

Because evidence is often siloed, organizations must connect digital and physical signals: 
●​ Cross-Functional Investigation:  Combine data from cybersecurity (unusual wireless 

activity), fraud teams (account anomalies), and physical security (unauthorized aircraft). 
●​ Governance of Autonomy:  Define authorized data access for AI agents and mandate 

human approval for high-impact actions, such as payments or privileged access 
changes. 

●​ Supplier Risk:  Recognize that bot-management platforms and drone cloud services are 
part of the attack surface. 



Conclusion 
The expansion of the financial threat landscape is driven by the convergence of automation and 
mobility. While advanced scenarios like autonomous swarms remain experimental, the 
immediate risk lies in the use of bots and drones to scale existing crimes. Financial crime 
leaders must treat these technologies not as isolated technical issues but as core components 
of fraud, AML, and operational resilience. Success depends on the ability to connect the digital 
action, the physical enabler, and the movement of value before a machine-speed attack 
concludes. 
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