Ad Money Laundering: Exploiting the Digital Advertising Frontier

Executive Summary

Digital advertising has evolved into a sophisticated mechanism for financial crime, where the
complexity of automated supply chains provides a "new frontier" for money laundering. "Ad
money laundering" is an umbrella term for the misuse of advertising payments, revenues, and
agency relationships to disguise the source, ownership, or destination of illicit funds.The core
challenge for Anti-Money Laundering (AML) professionals is that advertising activity can appear
commercially plausible while serving as a vehicle for value transfer. Key risks include the use of
fictitious services to justify large transfers, the generation of "legitimate" revenue through
fraudulent bot traffic, and the exploitation of opaque supply chains involving agencies and
resellers. Effective mitigation requires moving beyond monitoring payment size to analyzing the
underlying economic purpose, digital infrastructure, and network relationships of advertising
participants.

The Digital Advertising Ecosystem and Financial Crime Risk

Modern digital advertising operates through a highly automated and fragmented supply chain. A
single campaign may involve advertisers, media agencies, demand-side platforms, advertising
exchanges, supply-side platforms, publishers, and specialist intermediaries.

Drivers of Vulnerability

e Scale and Flexibility: Businesses can fund campaigns and purchase media across
jurisdictions almost instantaneously.

e Data Fragmentation: Financial institutions see payment descriptions (e.g., "marketing
expense"), while platforms see technical data (landing pages, device IDs), and agencies
see media plans. No single participant typically has visibility over the entire chain.

e The Transparency Problem: Organizations like the UK Competition and Markets
Authority have highlighted limited visibility regarding intermediary fees, auction
processes, and attribution, making it difficult to establish the ultimate beneficiary of
revenue.

e Proximity to Predicate Offenses: Advertising often supports the initial crime by
directing victims toward investment scams, counterfeit goods, or phishing sites.

Pathways for Concealing or Transforming lllicit Value

The following table summarizes the primary typologies used to exploit advertising infrastructure
for money laundering:| Typology | Mechanism of Abuse | Key Indicators || | | I
Fictitious Services | Shell companies pay for marketing services (campaign management,
SEO) that are never delivered or are grossly overstated. | Invoices lacking measurable
deliverables; large fluctuations in spending without clear product launches. || Fraudulent
Inventory | Criminals create fake publishers or spoof domains. Bots and malware simulate
engagement, generating revenue that appears to be legitimate income. | High volumes of
automated traffic; use of server farms (e.g., the "3ve" scheme using 1,900+ servers). || Affiliate




Networks | Actors control both the advertiser and the affiliate, circulating payments as
"commissions" for fabricated leads or sales. | Lack of independent customer demand;
related-party transactions presented as customer acquisition. || Payment Instrument Abuse |
Campaigns are funded with stolen cards or compromised accounts to promote fraudulent sites
or convert stolen capacity into revenue. | High chargeback levels; use of account takeover
(ATO) credentials; redundant banking relationships. || Refunds and Rebates | Advertisers
pre-fund accounts and then recover unspent balances or agency rebates through different
channels to obscure the source. | Circular fund flows; mismatched funding and refund
instruments; repeated campaign cancellations. || Agency/Reseller Layering | Multiple agencies
or white-label accounts are used to distance the payer from the platform, often to bypass
account suspensions. | Payments to legitimate-looking agencies that obscure the ultimate
advertiser or beneficial owner. |

Challenges to Detection and Enforcement

Detecting illicit activity within advertising is hindered by several operational realities:

1. Commercial Variability: Advertising spend naturally fluctuates based on seasonality
and market entry, making high expenditure difficult to label as "unusual” without deep
context.

2.  Programmatic Speed: Impressions are bought and sold in real-time, allowing
fraudulent inventory and controlled counterparties to blend seamlessly into billions of
legitimate transactions.

3. Regulatory Fragmentation: While banks operate under strict AML controls, other
participants in the advertising chain may only be governed by consumer protection or
commercial rules, leading to inconsistent data sharing.

4. Intangibility of Value: Unlike physical goods, the value of "brand strategy" or "digital
optimization" is subjective and difficult for financial analysts to verify against an invoice.

Evidence-Led Investigative Framework

A robust investigation into suspicious advertising payments must verify the "economic reality" of
the expenditure through four critical steps:

e Establish Economic Purpose: Determine if the spend is consistent with the
customer’s business model. Analysts should move beyond invoices to request media
plans, campaign identifiers, and evidence of genuine customer conversions.

e Reconstruct Fund Flows: Trace the path from the funding entity to the final revenue
recipient. Pay close attention to related-party payments, agency rebates, and shifts in
jurisdiction.

e Examine Digital Infrastructure: Identify shared IP addresses, analytics identifiers, or
recently registered domains. Shared administrator accounts or devices often reveal that
seemingly separate advertisers and publishers are part of the same network.

e Classify the Underlying Offense: Distinguish whether the case involves payment
fraud, scam facilitation (predicate offense), or the layering of proceeds from an external
crime.



Elements of a Resilient Control Stack

To mitigate ad-based money laundering, institutions should implement a multi-layered defense
strategy:

e Risk-Sensitive Onboarding: Verify legal identity and beneficial ownership for newly
formed companies claiming substantial advertising budgets or those using complex
agency structures.

e Transaction and Billing Analytics: Monitor for repetitive refunds, frequent changes in
payment methods, and expenditure that is inconsistent with a firm's size.

e Campaign-Level Intelligence: Connect financial transactions with digital data, such as
the advertised domain and target geography.

e Network Analysis: Utilize confirmed fraud cases to retrospectively search for related
advertisers, administrators, or domains across the institution's portfolio.

e Cross-Sector Collaboration: Foster intelligence sharing where platforms provide
campaign data and financial institutions contribute mule-account and chargeback
intelligence.

Conclusion

Ad money laundering is not defined by the size of a payment alone, but by the mismatch
between apparent commercial activity and the actual movement of value. As criminal networks
increasingly use the automated infrastructure of the internet to conceal illicit flows, financial
crime leaders must ensure their teams can look past the "marketing expense" to the ultimate
economic beneficiary. Recognizing advertising as a potential laundering architecture is the first
step in exposing the value flows hidden behind digital campaigns.
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